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Electricity Transmission Reliability Management
By Marten Ovaere

Electricity is the backbone of modern society: we want electricity to be available at 
all times. However, uncertain generation and consumption; adverse weather; unplanned 
outages of lines, transformers, generation plants and large loads; loop flows; and forecast 
errors could cause major interruption for electricity consumers or a widespread network 
collapse. To prevent this, network operators (Transmission System Operator, Regional 
Transmission Operator or Independent System Operator) make decisions at different time 
horizons to apply different costly actions: 

• System expansion: construction, upgrading, replacement, retrofitting or decommis-
sioning of assets like AC or DC high-voltage transmission lines, substations, shunt 
reactors, phase-shifting transformers, etc.

•  Asset management: monitoring the health status of network components, planning maintenance 
activities, repairing the components in case of failure, etc.

• Operational planning: congestion management, system protection, reserve provision, preventive 
actions, voltage control, decisions on outage executions, etc.

• Real-time operation: corrective actions, activation of reserves, reliability assessment, etc.
The ultimate goal of these actions is to ensure a reliable transmission system. Unfortunately, a complete-

ly reliable electricity supply comes at an infinite cost. Therefore, network operators need to determine an 
acceptable reliability level, by balancing the costs and benefits. A transmission network has an acceptable 
reliability level if with a high probability the voltage and frequency remain within an acceptable range. 

A reliability criterion is a guiding principle for network operators to reach such an acceptable system 
reliability level. The above TSO management decisions should satisfy the reliability criterion at mini-
mum socio-economic costs in the different time horizons.  

N-1 Reliability Criteria

The N-1 criterion states that a system that is able to withstand at all times an unexpected failure or 
outage of a single system component, has an acceptable reliability level. This implies that some simulta-
neous failures could lead to local or widespread electricity interruptions. However, the N-1 criterion has 
achieved acceptable results over the past decades.

Variations of the N-1 criterion exist in multiple countries: N-0 during maintenance, considering dou-
ble-line failures during adverse weather, stronger reliability criteria for cities or certain business districts, 
etc. (GARPUR, 2014). Likewise, the Dutch regulator has changed the reliability criterion to “N-1 during 
maintenance, unless the costs exceed the benefits” (de Nooij, 2010).

Reliability assessment generally consists of power flow analysis on a network model. For each con-
tingency, the voltage level, voltage angle and power flow should be between certain limits. With the 
N-1 reliability criterion, the contingency list consists of failures of single lines, transformers, generation 
plants, large loads, etc. 

Transmission reliability criteria were mostly developed in the 1950s and have been carried over es-
sentially unchanged from the old regime of regulated vertically integrated monopolies (Joskow, 2006). 
However, these reliability criteria may be inefficient in the future system characterized by more decen-
tralized decision makers, more uncertainty and variability, and more interconnected networks. Several 
aspects of the N-1 criterion are criticized. 

1. It weights each component outage equally, irrespective of the probability of outage. 
2. The rule lacks transparency about the reliability level of the system. 
3. It does not take into account the cost of consumer interruptions.
4. The cost of attaining an “N-1 reliable electricity network” is not considered. 
5. It lacks flexibility to react to  changing network conditions: adverse weather, planned outages, etc.

In summary, the N-1 criterion lacks transparency and flexibility, and ignores the economic trade-off 
between costs and benefits. Hence, scholars are developing reliability criteria that respond to these criti-
cisms. These reliability criteria are generally referred to as “probabilistic reliability criteria”. 

Probabilistic Reliability Criteria

Probabilistic reliability criteria explicitly incorporate costs and benefits of reliability decisions and 
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allow to quantify the reliability level. Figure 1 plots expected to-
tal costs (solid line) of the electricity market as a function of the 
reliability level ρ. The dotted line represents expected interruption 
costs, decreasing with the reliability level, while the dashed line 
represents the sum of all other expected electricity market costs, 
increasing with the reliability level. 

The goal of probabilistic reliability management is then to deter-
mine and execute these actions that minimize total socio-economic 
costs. This is at the point where the marginal decrease of interrup-
tion costs equals the marginal increase of all other electricity mar-
ket costs. This yields a certain optimal reliability level ρ*.

The expected interruption cost [$/h] is the product of the prob-
ability, the extent and the consequences of interruptions:

Expected interruption cost = probability*extent*consequences

That is, the TSO has to calculate the probability of a certain in-
terruption [%], how much load is interrupted [MW], and the cost of interrupted load [$/MWh]. That 
is, probabilistic criteria take into account the consequences of an interruption and the probabilities of 
failure, instead of only considering single outages and treating all interruptions uniformly, as under N-1. 
They thus acknowledge the possibility of high-intensity low probability (HILP) events. The cost of in-
terrupted load is generally represented by the Value of Lost Load (VOLL). The VOLL depends on the 
type of interrupted consumer, the duration and region of interruption, the time of occurrence, etc., but is 
usually assumed to be constant. 

Deterministic vs. Probabilistic Reliability Criteria

Table 1 summarizes the main differences between the deterministic N-1 criterion and probabilistic criteria. 
Despite the obvious advantages of probabilistic criteria over deterministic criteria, the N-1 criterion, 

or a variation of it, is still used by all network operators, because it is a straightforward and easily com-
prehensible decision rule. Network 
operators are starting to be aware of 
the economic inefficiencies of the 
N-1 criterion but the complexity, the 
huge amount of required stochastic 
input data, accurate VOLL estimates 
(CEER, 2010),  and the computing 
power required are major barriers for 
probabilistic criteria. 

Towards Probabilistic Reliability Management

The necessary detailed data – failure rates, forecast errors, wind and solar data, demand data, mainte-
nance planning, repair time, temperature and weather data (9 out of the 10 most risky days in 2010-2014 
in the North American bulk power system were caused by adverse weather (NERC, 2015)) – are not 
yet available. However, advances in communication and information technologies facilitate gathering 
this data. For example, generation (since 2004), transmission (since 2008) and demand response (since 
2011) availability data is already collected in the North American bulk power system (NERC, 2012). 

With more data available, network operators can gradually introduce probabilistic methods into reli-
ability management in the different time horizons. A starting point is to expand the contingency list to 
include high risk simultaneous failures. In addition, explicitly incorporating the cost of interruptions 
in reliability management clarifies the trade-off between the costs and benefits of reliability decisions. 

We have a lot more to learn about reliability. The good news is that advances in communication and 
information technologies enable using the grid more efficiently, increasing reliability while lowering the 
costs, and accommodating an increasing share of renewable generation.

References

CEER. (2010). Guidelines of Good Practice on Estimation of Costs due to Electricity Interruptions and Volt-
age Disturbances. CEER, http://www.energy-regulators.eu.

de Nooij, M., Baarsma, B., Bloemhof, G., Slootweg, H., & Dijk, H. (2010). Development and application of 

Figure 1 Total costs (solid line), interruption costs 
(dotted line) and all other electricity market costs 
(dashed line) as a function of the reliability level ρ.

 Deterministic N-1           Probabilistic criterion
        criterion
Contingency list Single outages -All contingencies up to N-k system states
  -All contingencies up to a certain cumulative  
   probability of occurrence
Probabilities Not considered Failure probability for each component
Consequences Not considered Interruptions are valued at VOLL
Table 1 Comparison of the deterministic N-1 criterion and probabilistic criteria
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